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IBM Internet Security Systems Protection Platform

The most advanced and complete security architectur e
ever developed —delivering preemptive security
Integrated security intelligence

Comprehensive suite of professional
- MANAGED '\

security services .i"-pR[]FESS"]Hm_ "';! sl SECURITY
- \ SERVICES /B%=——Q\ SERVICES /
Platform and service extensibility
_ _ _ _ e RESEARCHE W
Correlation and integration of multiple | DEVELOPMENT |

{X-FORCE)

data sources

Underlying “best-in-breed” appliances

24/7 outsourced security management INTEGRATED
_ » | PRODUCTS |
Improved system uptime and \, (END-TO-END PREEMPTIVE /

) . , SECURITY SOLUTIONS)
performance without a large investment ./

In technology or resources
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IBM global security reach

e ———
- P

8 Security / f9'Security ™ ™\ 133 (; n \ . Y
Operations - ':.‘ Research / +  Monitored . Devi der }+{ M j
Centers . Centers. .~ Countries \_“_,f
e - i

o
Almeden, US

Boulder, US

| Atlanta,US

—
Atlanta, US

IBM has the unmatched global and local expertise to deliver
complete solutions — and manage the cost and complex ity of security

Pl-l‘se "y ' .. 24 Juin 2009
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Only IBM Security Is backed by

Research

Original Vulnerability
Research

.._—
Public Vulnerability
Analysis

Malware Analysis

Threat Landscape
Forecasting

Protection Technology
Research

The X-Force team delivers reduced operational compl
helping to build integrated technologies that featu

Pulse

Comes to You 2009

the IBM X-Force® research team

Technology Solutions

X-Force Protection Engines

= Extensions to existing engines
= New protection engine creation

X-Force XPU'’s

= Security Content Update
Development
= Security Content Update QA

X-Force Intelligence

= X-Force Database
= Feed Monitoring and Collection
= Intelligence Sharing

exity —
re “baked-in” simplification

24 Juin 2009
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X-Force R & D Unmatched Security Leadership
r ’%‘ X-Force Research

The mission of the
IBM Internet Security Systems
X-Force ® research and development
team is to:

™

Research and evaluate threat and protection issues

Deliver security protection for today’s security pr oblems

Develop new technology for tomorrow’s security chal lenges

Educate the media and user communities

Comes to You 2009

9.1B analyzed Web pages & images
150M intrusion attempts daily
40M spam & phishing attacks

40K documented vulnerabilities
Millions of unique malware samples

Provides Specific Analysis of:

= Vulnerabllities & exploits

= Malicious/Unwanted websites
= Spam and phishing

= Malware

= Other emerging trends

24 Juin 2009
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Converging threats force a change in our security
mindset — and technology

Thus protection technology effectiveness is reliant o n truly
researching new approaches

2009
é Integrated Virtual Protection
é Web Protection Technology
6 IBM Proventia® Content Analyzer
é Shell Code Heuristics
6 Malmedia (Malicious Multimedia)

é Conient Level Inspection

| Protocol Analysis
. ®

1997
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Evolving Technologies
The Rewards (and Risk) of Innovatio

“We have put so many
security products into
our systems that the
complexity of the sum
, : , of those security
Virtualization ey et
itself part of the
problem.”

SOA — Dan Geer

MObI“ty Keynote Speaker
Source Boston Conference
March 2008
IP Aware “Going Green” = New technologies require
Networks new forms of protection —

and can be “disruptive”

Security systems
themselves carry data

P —

. 24 Juin 2009
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X-Force®
Trends and Strategy

IBM Internet Security Systems (ISS)

Pulse

Comes to You 2009



Va: ~4A NV/AUR

The Economics of Attacker Exploitation
Exploitability Probability Quadrant

= Economics play heavily into the exploitation
probability of a vulnerability
* Serious computer criminals need a ROI

»  Exploits must be easy to exploit with a high payoff, upper
right hand quadrant of the Exploitability Probability
Quadrant

= Security industry must learn to incorporate criminal
motivations into security response procedures

e CVSS scored ‘critical’ vulnerabilities may not be as critical
as they seem

= The Snapshot Viewer vulnerability is a good example
of very profitable and easily executable attack

Exploilation Probability Tor Snagshed Viewar Velearaaisity

@

3

Many Targels o

Cost

" High Value

Opportunity

Pulse
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Opportunity

P Lots

LITTLE

DNS Cache
Poisoning

~\

T e
i

Snapshot Viewer .

|-:I

\

Microsoft HS HThL

Encoded ASP

Microsoft Windows
Server Service

J

EXPENSIVE

P cHeAP

Monetization & Exploit Cost

source: IBM X-Fome®
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Report Summary -- Attacks Continue Across all
Security Domains

Vulnerabilities

* Vulnerabilities have reached a high plateau in 2008, with 53% not having

People and Identity any vendor-supplied patches
* Apple & Linux top the most vulnerable operating systems

* 54.9% of all vulnerabilities are Web application vulnerabilities, and 75% of
those have no patches available

* Mass endpoint exploitation is happening through browser vulnerabilities,
malicious movies and documents like Adobe PDF files
Data and Web-Based Security Threats

Information «  Number of malicious Web sites in the 4" quarter of 2008 alone surpassed
the total number seen in all of 2007

* China surpassed US for the first time in hosting most malicious Web sites

* Web applications have become the Achilles heel of corporate IT security

* SQL injection is the most predominant type of Web application vulnerability
Spam & Phishing

* Simple spam (text or URL) replaced complex (PDF, image) spam in 2008

* More than 97% of spam sites are only up for a week or less

* URL spam is now coming from well known & trusted domains (blogspot,

doubleclick, google)
* More than 90% of phishing is targeted at the finance industry

MNetwork, Server, s Malware
and End Point

Application and
Process

« Trojans make up 46% of all Malware, with information-stealing as the most
prevalent

Pl.l‘qe N ' o AP 24 Juin 2009
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Vulnerabillities are at a High Plateau

s 13.5% increase from 2007,
totaling 7,406 new vulnerabilities
*  From 2001-2006 the average

annual growth was 36.5%, from
2006-2008 growth tapered to 2%

* Vulnerability disclosures appear
to be reaching a permanently high
plateau

Vulnerability Disclosures
2000 - 2008

IBM Secrity Framosak

@ PEFLE ARD IDENTITY

m CATA BT IMFORMATICH

o APELICATION AND PROCESS

ﬂ NETRORK, SENVER B END POWT

e PHESICAL INFIASTRUDTINE
> [

= June 2008 was the highest 8,000
month for disclosures (692) o
* Busiest week statistics are below
« Tuesday remains busiest day of 5,000
the week for disclosures due to 5 000
multiple vendor-released 3
advisories 4.000
3,000
Year Busiest Week for Vulnerability Disclosures 2,000
2000-2005 Week before Christmas 1,000
2006 Week before Thanksgiving 0
2007 Summer 2000 2001 2002 2003 2004 2005
2008 Week before Christmas

Pulse
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2006 2007 2008

source: 1BM X-Force®
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Web Application Vendors Rise in Prominence =

@ PEIFLE ARD IDERTITY
. ﬂ EATA AND: INFORMATION
= Top ten vendors listed below @ oo o rvoccs
comprise 19% of all vulnerability @) rereom. seren o o ot
disclosures
» New vendors this year are Joomla, Percentage of Vulnerability DisclosiZs

Drupal, Typo3, and Mozilla

Open source Web Content Management
System (CMS) vendors written in PHP
enter the list

Attributed to Top Ten Vendors

Top Ten Others
Ranking  Vendor Disclosures Vendors 81%
19%

Microsoft 316%
2 Apple 3.04%
3 Sun 219%
B Joomia! 2.07%
5. BM 2.00%
6. Oracle 1.65%
7. Mozilla 1.43%
8. Drupa 1.429%
9. Cisco 1.23%
10. TYPO3 1.23%

source: 1Bk X-Faoree®

24 Juin 2009
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Vendors not Patching Vulnerabillities b=

= 53% of all vulnerabilities disclosed in 2008 had no vendor-supplied patches to remedy B e eremsecreen

the vulnerability g .
*  44% of vulnerabilities from 2007 and 46% from 2006 still have no patches @ - monssverine

Percentage of Vulnerabilities with Vendor-Supplied Patches
by Vulnerability Disclosure Year, 2006 — 2008

70%

60%
50%

407

30%

20%

10%

0%
2006 2007 2008

B No patch at the end of the Il No patch at the end of 2008
vulnerability’s disclosure year

spurce: BN X-Forge®

PU‘SE aF~: rYe Y 24 Juin 2009
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Good Web Sites Using Bad ActiveX Controls

m CATA BT IMFORMATICH

. APFLICATION AHD PROCERS

= Vulnerable ActiveX is the #2 web-
related exploit used by real attackers

= Updated browsers can mitigate the
problem

* Very few people always have their
browser consistently patched

= Good Web sites, frequently using old or

Vuinerahle ActiveX Control Usage and Exploitation

unaudited code, request that users load 800,000
these known vulnerable ActiveX 700,000
controls
. 600,000
= Examples of bad ActiveX controls
found on good Web sites: 500,000
* Aurigma ImageUploader 4.1 400,000
* BusinessObjects RptViewerAX
» Macrovision InstallShield i
InstallScript One-Click Install 200,000
* Macrovision InstallShield Update
Service Web Agent 100,000

* Microsoft MDAC RDS Dataspace

« Microsoft WebViewFolderlcon October | November December

saurce; IBM X-Force®

PU‘Se M- : Y W 24 Juin 2009
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Hackers Target Unpatched PCs i

@ PEFLE ARD IDENTITY
o DT A BND: INFOR AT IOR

APFLICATION AHD PROCERS

= PC vulnerabilities decreased overall @ errom s oo
for the first time in 2008, although
some categories increased

Critical and High Vulnerability Disclosures Affecting

+ Document readers & editors Client-Side Applications by Application Category, 2005 - 2008
increased 162%

* Multimedia applications were up by i
127%
50%
= Web Browser vulnerabilities make
up 52% 40% -
* Hackers rely on users not patching 30%
browsers
Browser
W os
Bl security
. Document
Reader
or Editor

2005 2006 2007 2008

source: IBM X-Foege®

Pu‘se A __; @ (P 24 Juin 2009
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Exploit
= Pre-packags
manageme
* ltisnotK
actually
= 89% of publ
day or befo
2008
* Up from

100%
B0%
B0, -

0%
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HTuRKOJAN

Broenze Edition

This product is the improved version of Turkojan 3.0:and it has
same limitationsd¥ebtam - audio sfreaming and msn shiffer
doesntwork for this version)

1 month replacement warranty itit gets dedected by any antivirus
T4 online support wia e=mail

Supports onlWindows So9EM BT 0000

Realtime Screenviewing(contralling is disahled)

Price : 99% (United State Dallar

WTURKOJAN

Aietinit

SIVER_

Silver Edition

4 months (masimuom 3 times) replacement swarranty it it gets
dedected by any antivirus

Ti24 online support wia e-rmailand instant messengers
Supports 95EaMEMTZO00MXP 1 st

Webcam streaming is avaliable with this version

Realtime Screen viewingicontralling is disabled)

Blotifies changements on cliphoard and save them

Price : 179% (Linited State Diallar

.l.'l FUHREODJAN

2o

&

Gold Edition

A ronths (unlimited) or 8 monthsimaximuom 3 times)
replacement warranty it it gets dedected by any antivirus &ou can
choose B months or 9 months)

T2 anline support wia e-mail and instant messengers
Suppors Windows 95M88MEMNTIZ00MZ00 3R ista
Remote Shell (Managing with Ms-Dos Commands)
Webcam - audio streaming and men sniffer

Contralling remote computer via keyboard and molse
Blotifies changements on cliphoard and save them
Technical support after installing soffware

YWiewing pictures without any downloadiThumbnail Yiewer)

Price : 249% (Lnited State Dallar

F¥ X

]
pll
]
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l
l
|
|
]

H2 [Second Half)

k (and vananis)

i H2 [Second Hall)

™ A~ 24 Juin 2009
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Exploits Hide in Documents like PDFs e

= In addition to browser and ActiveX,
exploits hiding in documents (like
PDFs) became much more significant
in the last quarter of 2008

= In 2008 China surpassed the US as
being the largest source of malicious
Web sites

Malicious URLs by Hosfing Country
I35 Cabion Grawler, 2006 — 2008

soura; B X-Fona®

Comes to You 2009

o DT A BND: INFOR AT IOR

APELICATION AND PROCESS

Malicious Website Exploits by Affected Application
ISS Cobion Grawler, 2008 Q4

Adobe Flash
14.8%

M
AC

ive ;"\.

e al=T;
33.8%

Adobe Acrobat
10.0%

Generic Exploit
or Obfuscation
Microsoft 7.1%

Internet Explorer
34.0%

snurce: |BM X-Force®

' .ﬁ : 24 Juin 2009
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Spam Changes to Avoid Detection

= URL spam that evades anti-spam
technologies is on the rise

* URL spam includes a simple link to a Web site that
delivers a spam message to a victim

e Its simplicity makes it difficult to detect

= More than 97% of spam URLS are put up
and taken down within a week or less

e Compared to spam URLs remaining up for longer than a
month in 2006

= URL spam is now coming from well known
and trusted domains like blogspot,
doubleclick and google

e Using “trusted” domains and “legitimate links” continues
to help avoid anti-spam technologies

* Targeted news Websites include cnn.com,
msn/msnbc.com, and bbc.co.uk

Pulse

Comes to You 2009

100%

80%

60%

40%

20%

0 f & &

Q3 Q4 A3 Q2 Q3 Q4 a Q2 Q3

2006 2007 2008

—@— Percentage URL Spam

—@— Percentage Image-based Spam

F-
Q4

souiGe: B A-Foree®
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Phishers Narrow in on Targets

= Phishing is 5% of the overall
spam volume

w EATA AT IFONNATICN

. APFLICATION AHD PROCERS

“ PHYSICAL INFIASTRUCTINE

= Phishers are becoming more 2007 Subject Lines % 2008 Subject Lines %o
granular in their targets <empty subject line> 22.21% PayPal® Account Review 1.47%
B tment
» In 2007 the top subject lines Account Security Measures! 3.86% SEATREE
o iy ¥ 7
represented more than 40% of all riiportsint Notios— E*TRADE 5219 PayPal Security Department 0.97%
phishing emails FINANCIAL Corp PayPal Abuse Department. 0.63%
* In 2008 the top subject lines Important Notice! 201% PayPal Account Security 0.60%
.239 . . Measure
made up only 6.23% Volksbanken Raiffeisenbanken 1.94% FasHrEs
. . AG: 02/11/2007 Volksbanken Haiffeisenbanken 0.489
= 2008 saw a trend in engaging the 0 ¢
user to perform an action security Measures! 1.82% PayFal Account Suspention 0.47%
- Rather than having a generic Citibank Account Security! 1.77% Hestore Your Barclays Account  0.44%
subject like “security alert,” the Citibank Bank Natice! 1.75% Read carefully - Important 0.40%
phishers attempt to engage the — _ _ Motification
user into doing something, such Citibank Account Security 1.74%
as fixing an account that has Measures! Update Your Billing Information.  0.39%
been suspended or updating Volksbanken Raiffeisenbanken 1.32% Read carsfully - Important 0.38%

account information AG: 14/11/2007

Motification!

Pulse

Comes to You 2009
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“Bad” Web Content Tries to Evade Filters

= 8% of the Internet contains
unwanted content such as

pornographic or criminal Web Content Distribution of the Internet
sites 2008
* The US distributes more than
50% of all adult, criminal and Dthai _ﬂdulj
socially deviant Web sites 91.945% 7.826%

= Anonymous Web proxies, that
hide a target URL from a Web

filter, more than doubled from Crimir:al
2007 to 2008 0. 0.226%
Social
Deviance
0.003%

source: IBAE X-Force®

PU‘Se 5 Y. Gl i \ PN 24 Juin 2009
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Information Stealing Trojans are

Increasing

= Trojans make up 46% of all
Malware

= Infostealers & Downloaders are the

most common subcategories

» Both have increased in prevalence in 2008

* Increase of attackers aiming to spy and
steal information from users

*  38% of Infostealer Trojans target online
games

*  18% of Infostealer Trojans target online
banking

m Attackers continue to use multi-
component/multi-stage strategies to
download or drop additional malware
components after a system is
compromised

Pulse
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@ PEFLE ARD IDENTITY
o DT A BND: INFOR AT IOR

. APFLICATION AHD PROCERS

w PHESIAL INFRASTRLDTINE

Trojans by Category
2008

Infostealer
30%

Dropper
10%
Generic 1% Rootkit
32% ~~1% Clicker

1% Fraudtool

source: [Bid X-Force®

24 Juin 2009
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Web Application
Vulnerability
Landscape

The Web Ecosystem

Pu\se
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The Security Landscape of Old

Traditional Infrastructure was *
easier to protect. . . e
_ NWED THR iz.r,* *
i V g B
Concrete entities that were s

easy to understand **
Attack surface and vectors * S - »
were very well-defined ﬂ £

Application footprint very

static Desktop: Server:
Cperating System Hardware Platform
Operating System

Defined application footprint

Perimeter defense was king

i i et it~ i il

Defined dpphr_:dhr_:-rt fr:rr::lt;:lnr'lt

PU‘Se - @ /o AP 24 duin 2009
Al . - _
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The Changing Security Landscape of Today

“Webification” has changed
everything . ..

= |nfrastructure is more
abstract and less defined

= Everything needs a web
Interface

= Agents and heavy clients are
no longer acceptable

Desktop: Server:
Browser Hypervisor and Virtualization

= Traditional defenses no
longer apply

l u ‘ ‘Q iy - = - i Al 24 Juin 2009
- . FE (e ' \
; o, o b & ¥ 3 \
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The Web Ecosystem (simple view)

Client with a Web browser renders the content for a user
Network transports content between the server and the client

Server with the Web application performs the required action
Database stores information

Client with Network Server with
Web Browser Web Application

24 Juin 2009
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The Web Ecosystem (complex view)

Client with Network
Web Browser

U‘qe - s Al 24 Juin 2009

Comes to You 2009 _ ' T Page 27




WA A NV/AVIR T ARS'-3

Attack Vectors

Client with \ Serverwith % Database
Web Browser Web Application b

U‘qe - s Al 24 Juin 2009
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Growth of Web Application Vulnerabilities

Cumulative Count of Web Application Vulnerabilities

SQL injection vulnerability L
disclosures more than i |
doubled in comparison to i /
2007 12,000 A
10,000
The number of active, 7
automated attacks on web o
servers was unprecedented :z
0

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

source: |BM X-Force™

PU‘Se - W 24 Juin 2009
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2008 Web Threats Take Center Stage

Web application vulnerabilities

Represent largest category in vulnerability disclosures (55% in
2008)

74% of Web application vulnerabilities disclosed in 2008 have
no patch to fix them

Excluding home-built applications

No Patch
Available

74%

Web
Applications

54.9%

Figure 22: Percent of 2008 Web Application Vulnerabilities with No VendorSupplied Patch Available

at the End of 2008

U‘qe - s Al 24 Juin 2009
l il | w R () ¢ N

30~ Ve g ' - )
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Exploitation is Rampant

Exploitation of SQL injection skyrocketed in 2008
Increased by 30x from the midyear to the end of 2008

500,000
45,000 450,000

400,000 H
35,000 -

350,000

300,000 |
25,000 - l

250,000 -} A
15,000 - 200,000 |

150,000
5,000 - 100,000

50,000

Figure 20: Initial SQL Injection Attacks Monitored by IBM 1SS Managed Security Services, May — June 2008
October November December

Figure 21: SAL Injection Attacks Monitored by IBM 1SS Managed Security Services, (4 2008

U‘qe i - . o, 24 Juin 2009

Comes to You 2009 _ & Page 31



VA ~4 NV/AUR TSNS
Realit: Security and Spending Are Unbalnced

Security Spending

% of Dollars

% of Attacks

Web Applications

|
Network Server

7504 of All Attacks on Information Security are
O Directed to the Web Application Layer

2/3 of All Web Applications are Vulnerable **Gartner

l U‘Qe - s Al 24 Juin 2009
w1 W . g ' i ) YA
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The Conundrum

* How security professionals and businesses prioritize risk and
threats haven’t changed with the overall landscape

* Businesses and professionals still tend to prioritize risk
against an outdated traditional infrastructure viewpoint

* Businesses and professionals still tend to implement security
solutions that focus on traditional threats and vectors

 Big blind spots

— Browsers and web applications are still largely ignored or
prioritized below other infrastructure from a security
perspective

Pulse ol

; ¢ = f . e Sl W
Comes to You 2009 v - Page 33
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X-Force 2008 Trends — Summary

— Vulnerabilities are at a high plateau

— Secure Web presence has become the IBM Security Framework

Achilles heel of corporate IT security SECURITY COVERNANCE. FISK MANAGEMENT

. . . . . AND COMPLIANCE
— Mass endpoint exploitation is happening not

only through browser vulnerabilities, but also @M
through malicious movies and documents —|
like Adobe PDF files R
— Successful exploitation typically leads to the @MI
installation of information-stealing Trojans @HHWGHK, T ——
 The most prevalent malware category ®:|
PHYSICAL INFRASTRUGTURE

— China hosts the most malicious Web sites,

surpassing the US for the first time in 2008 Bommon Policy,Evert Handing and Reportng
_ The McColo takedown had the single largest [ and software

Impact on spam all year

PU‘SG o~ rYe Y 24 Juin 2009
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X-Force 2008 Trends — Mapping to IBM Portfolio

Risk

IBM Security Solutions

Vulnerabilities

- IBM ISS Intrusion Prevention System (IPS) products: Proventia Network IPS, Proventia
Server, RealSecure Server Sensor, Proventia Desktop & Proventia Multifunction (MFS)

-IBM ISS Managed Protection Services for IPS
- Tivoli Security Information and Event Manager (TSIEM)

Web
Application
Vulnerabilities

People and ldentity

- Web application IPS security for Network, Server and MFS (April marketing launch)
- Managed Protection Services for IPS

- Rational Appscan for assessment , Rational Appscan Enterprise

- Tivoli Security Information and Event Manager, Tivoli Security Policy Manager

PC
Vulnerabilities
including
Malicious Web
Exploits

Data and
Information

- IBM ISS Intrusion Prevention System (IPS) product lines (see above list under
vulnerabilities)

-Managed Protection Services for IPS,
-- Managed Security Services for Web Security
- Proventia Web Filter

Spam

Application and
Process

Mail security offerings: - Proventia Network Mail / Lotus Protector
- Proventia Multifunction System (MFS)
- Managed Security Services for Mail Security

Unwanted
Web Content

- Proventia MFS, Proventia Web Filter
- Managed Security Services for Web Security

Network, Server, Malware

and End Point

- Proventia Desktop and MFS

- Managed Security Services for Mail and Web Security
- Proventia Network Mail / Lotus Protector

- Proventia Web Filter

Pulse
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For More IBM X-Force Security Leadership

X-Force Trends Report
The IBM X-Force Trend Statistics Report provides
aspects of threats that affect Internet security,. Fin
http://www-935.ibm.com/services/us/iss/xforce/tre

X-Force Security Alerts and Advisories
Only IBM X-Force can deliver preemptive security
commitment to research and development and 24
Find out more at http://xforce.iss.net/

X-Force Blogs and Feeds
For a real-time update of Alerts, Advisories, and ot
the X-Force RSS feeds. You can subscribe to the
feed at http://iss.net/rss.php or the_Frequency X B

X- Force Threat Analysis Service
Stay up-to-date on the latest threats customized f
http://www-935.ibm.com/services/us/index.wss/off

24 Juin 2009

Comes to You 2009 ' - . Page 36



VA" ~24A NV/AVUR T

Qui contacter a IBM — ISS France ?

Adresse e-mail

Téléphones

ISS France leader

Thomas STOLTZ

thomas stoltz@fr.ibom.com

0149059237/
06 70 01 22 92

Sales Manager

Philippe BEAUCHAMP

philippe beauchamp@fr.ibm.com

0149058686 /
06 84 64 02 41

Technical Manager

Loic GUEZO

lguezo@fr.ibm.com

0149057197/
06 72 83 40 27

Marketing

Marie-Odile Triquet

Triguet-libeau@fr.ibm.com

0149058521/
06 72 798154

Relation partenaires

Florence BRISSET

florence.brisset@fr.ibm.com

0149058254/
06 746903 74

Services managés

Dominique LYON

dlyon@fr.ibm.com

0149058435/
06 7509 58 74

Secteur Public

Alexandre PISANI

alexandre.pisani@fr.ibm.com

0149056397/
06 84 95 19 62

Secteur Indus/ COM

Valentin JANGWA

VIJANGWA@f{r.ibm.com

01490538 28/
06 1509 69 49

Secteur Distribution

Christian QUADRADO

christian.quadrado@fr.ibm.com

0149050962/
06 73 98 24 26

Secteur FSS / Insurance

Catherine CHAPPOT

catherine chappot@fr.ibom.com

06 07 919 330

Secteur Genral Business

Jean-Claude
MAZIERES

jeanclaude.mazieres@fr.ibm.com

0149050870/
06 84 64 08 76

Secteur Indus / CSI

Sébastien GELOT

sebastien.gelot@fr.ibm.com

0149058783/
06 76 45 73 86
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