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= Sogeti et le Testing
e Objectifs
= Principes méthodologiques

= BDTM : Business Driven Test Management
* RBT : Risk Based Testing

e Mise en ccuvre avec Rational
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= socen il Objectifs @

e Les techniques présentées permettent :

= De veérifier gqu’un patrimoine de tests est proportionné aux
priorités de tests et a 'importance relative des criteres qualite

attendus

= De dimensionner I'effort de test en fonction des moyens

disponibles en budget et délais

» D’organiser les campagnes pour tester d’abord ce qui est le

plus risqué et/ou le plus important

= De maitriser les efforts de non régression
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C Un processus de test efficace ) C Des outils support de productivité )




Attribut des tests @

e Objet de test

e Type de scénario

e Critere qualité (1SO 9126)
e RBT et/ou BDTM

e Technigue de Test



m Typologies de « scenarios » de tests

e Reégles de gestion

= Test qui vérifie les cas normaux et les cas aux limites d’une régle de gestion, d’'un calcul ou d’un
algorithme en s’attachant a couvrir les cas possibles et les cas qui peuvent se produire

= Exemple : contrdles de champs, regles de sécurité, calculs, obligations légales

e Processus (et sous-processus)

= Veérifie qu’un enchainement d’événements déclenche les activités prévues (Transformation de
données d’entrées en données de sortie, déclenchement d’'un autre événement, ...)

= Exemple : interfaces / échanges; synchronisations tp/batch; intégration technique type bus
applicatif; processus métier : prise de paris; gestion du parieur; cléture comptable, ...

e Cycle de vie
= Vérifie les différents états possibles d’'un objet de test

= Exemple : création, modification, destruction, archivage, persistance de données; Cycle de vie d’un
état : demandé, préparé, imprimeé, détruit, ...

e Procédures
= Vérifie le systeme par ses modes opératoires (fonctionnels ou techniques) des utilisateurs et/ou

clients
= Exemple : procédure de surveillance; procédure de support au parieur; procédures de
parameétrages; ...

e Cas d'usage
= Vérifie le systeme vis-a-vis des situations dans laquelle il peut se trouver
= Exemple : modes transitoires de lancement ou arrét comportements sur pannes; comportements
types d’un parieur; vérifications de portabilité; journée applicative type;
e Performances

= Vérifie les temps de réponses, les capacités du Sl en terme de charge (nb de stimulation
simultanées); volume (de données); et points de rupture (saturations, et comportements de
reprise)




Business Driven Testing (1/2) : principe

[ Criticité ]

—[ Importance Métier ]

_P[ Complexité ]

e Deux criteres sont pondérés pour calculer une criticité aux fonctionnalités
attendues du systeme

» L’importance métier qui caractérise l'intérét business et/ou le risque de
dommages direct ou indirect

= La complexité technigue qui caractérise le risque de mise en ceuvre
e Les échelles de valeur doivent étre simples pour limiter la combinatoire
e Deux regles de calcul sont nécessaires :

= L’une pour pondérer les critéres entre eux

» |’autre pour agréger des fonctions en sous-ensembles

= Elles sont choisies pour permettre une differentiation nette de classes de
risque entre toutes les fonctionnalités

e Cette approche est bien adaptée aux projets a forte composante
fonctionnelle

e Elle se met en ceuvre au fur et a mesure des projets



Business Driven Testing (2/2): exemple

e Exemple d’échelle de mesure

= Importance métier
- Stratégique : apport direct de CA (et/ou différentiateur en parts de marché)
- Moyenne : optimisation du travail (productivité)
- Faible : confort

» Complexité technique

- Forte : Technos variées; synchronisations complexes, fortes convention de
niveau de service, compétences faibles

- Moyenne : mono techno; compétences dispos
- Faible :sous-systéme indépendant

e Exemple de table de pondération

Importance Métier

. Moyenne Faible
| 2 1
Complexité technique ._
| 2 2
Moyenne 2 2 1
Faible 1 2 1

e Exemple de regle de calcul d’agrégat
= Moyenne des criticités



L SoGeTT Risked Based Testing (1/2) : principe

[ Risque 1

)|
——) | Facteur de risque 1
J -
; [ Dommage
4
—[ Probabilité de défaut 1
A

—

Fréquence d’usage

[ —

—

Nb d’utilisateurs

_.[
_.[

[—

e Les facteurs de risques sont toutes les causes qui pourraient créer un dommage.
L’échelle de dommage est a trois valeurs : direct (surcolts, baisse de productivite),
indirect (image, pertes de CA, pénalités, obligations légale), clients (dommages directs
pour le client). Les facteurs de risques sont toutes les causes potentielles pouvant
conduire au dommage : pannes, interruption de service ou des facteurs aggravants :
complexité fonctionnelle, technique ou organisationnelle, délais, manque de
compeétences, ...

= Si les probabilites de défauts sont simples a calculer (multiplication), la quantification
des dommages, des facteurs de risques et leur pondération entre eux peuvent
rapidement devenir complexe et peu signifiante

= Le plan de gestion des risques indique quelles dispositions sont prises par le SI pour
éviter leur survenance, ce qui se traduit par des exigences qui doivent étre testées
avec soin

e Cette approche est bien adaptée aux projets a forte composante technologique



Risked Based Testing (2/2) : exemple

Exemple d’analyse de risque

Facteur de risque

Sévérité Dommage

Direct Indirect Client
Panne matérielle Oui Non
Malveillance Oui
Durée Batch /7 TP Oui Non Non
Fonction de calcul xxx Non Non _
Retards projet Oui Non Non

Il faut ensuite : quantifier les couleurs (verte, orange, rouge) et reporter

ses valeurs sur les fonctionnalités impactées

Pour le calcul de la probabilité de defaut, il faut se fixer une échelle de
temps comparable entre les différentes parties du systeme et se fixer une
regle de niveau de qualité de service : utilisation moyenne, pointe
d’utilisation journaliére, seconde pointe mensuelle, ...




Definition of test motivators

Rational et RBT/BDTM @

Risk Analysis =) A @)

RequisitePro + Excel Risks > Requirements

R

q Change Requests
RequisitePro + RQM /;est Motivators .
>

\ /
Test Plar\ <
' < ’// gports
. E v
Elaboration of test cases =
q Test Cases
RQM l
 —
Test Execution Defects



L) socerr [ Business Driven Test Management

= FE* Testing Lifecycle
':;;:1 Master Test Plan Lifecwvcle Model
=l ':«;;:n'r System Tesks
= E_E Planning Phase
'-::1 Establishing the assignment

'-::1 Understanding the assignment

L Determining the test basis Spécification de la tache

E Analysing the produck risks avec des outils
% Determining the test strakbegy |
o o _ Modele de projet RequisitePro
Création du reférentiel

Référentiel RequisitePro + Excel m) stratégie de test basée sur les risques

Exigence 1 | Exigence 2

Exigences Risquel o
N Risques produit Testl | Test2 Impact | Probabilité | Classe
1 Risquel P | Risquel | Elevé | Elevé A
» Motivateurs de test Risque2 of || Risquez | Moven |Moyen |5




Définition des exigences avec

e

RequisitePro

The project "Payroll System” is managed by RequisitePro and the process
management, the requirements structure has been build from the TMap
and IBM Practices (downloaded from the Custom site).

J ﬁ Rational Requisite¥eb ﬁ 0 Skatus Summary - IBM Rational Jazz Te |j TMap Mext ¥1.01 |j Custom TMap

—_—
Rational. RequisitePro® Web tional Home | R ro Home

S =4 s ] [i =1 ) & 2]

Properties Revizions External Projects Create Package Create Reguirement Create YWiew Create Document Import Document  Immport S5V File  Permissions

[ 01 - Stakeholder Needs Project Properties: (@ Need Help Navigating? )

(7002 - Features and Yision Mame: Fayroll-System
[0 03 - Glossary

Description: FPayroll Systern is a new application of the Information Systern developed by Acme for pavrall and tirme cards management.
[0 04 - Use Cazes .
. Prefix: PAY
00 05 - Supplementary Requirements
[ 06 - Risks Database Type: ACCESS
(507 - Test Motivators Security Enabled: fes
Requiremerts Management Flan Last Saved: 1.0002 on 2009-02-1914:33:44 by admin

Requirement Types:

L Must Allow External .
Prefix [Name Description Contain Traceability Attributes
FEAT |Feature This requirement type is used to indicate all feature requirements for the project. shall Mo 7 =
MEED [Stakeholder Meed This reguirernent type is used to indicate all stakeholder needs for the project. Mo 5
MOME Default for documents without  (This requirement type should be the default for any docurment type that will be used for documents not Mo 0
po s s minde ~eedaining requirements, for example the Reguirerneants Managerment Plan.
Requirements Management Plan v :
alelquirement type is used to identify all supplemental requirements for the project. shall Mo 2
_ I s reguirement type identifies all glossary iterns within the project. Mo 2
Thi Test Mativatar Mo 3
[W]e8 lse Case This requirement type defines all requirements related to a use case inthe project. shall Mo a
Document Types:
. L Outline Outline Outline
Extension Name Description Name Description Filename
GLO Glossary Documents of this type are use for managing the cammaon vocabulary ofthe project. |
RMEL Requirements This document type sets out guidelines for estahlishing the requirements documents, types, attributes, and
Management Plan traceability in order to manage the project requirements.
Supplementary . . . .
SLF Specifcation Documents of this type contain supplementary, non-functional requirements.
B . Docurments of this type contain use cases and detailed information peraining to those use cases. Typically
UCsE Use Case Specification there is nne 1se case ner dncnment t

(C) Copyright IBR Corp. 1995, 2008, All Rights Reserved.




Classes de risgues o

The criticality of the risk is represented by a class (A= high=>» C= Low).
The calculation of this criticality is done by the combination of “the
Damage” and "the chance of Failure”.

1 o— - —_— - T T - —

m—
Rational He

Payroll-System

a’"“:éw‘h = [i =) b X

Filter, Sort, or Save Wiew Create Requirement Export Wiew to XML | Export Wiew to C5W  Delete View Generate Bookmark

Payroll-System

b= -
B 001 - Stakehulder MNeeds Requirements Quality Damage Chanceoley - inas
_ ia Characteristi Failure
[0 02 - Features and Yision
003 - Glossary RISE1 Payrell System Intrusion . . )
0004 - Use Cazes Lack of experience of the developers with the Wb technologies Securty MeciLm Mecim B
- (0 05 - Supplemertary Reguiremerts RIZKZ Payrell Service Reliability
(2> 06 - Risks Roblstness of the mainframe technology compare to the newy Reliability MediLm Mediutm B
: -- O3 Requirements technologies
B = Wiews . o _ .
RIZES Time card submission Service Scalability Reliabili Low Medlium o
Al the employes Caround S0007 submit their time cards on Friday ¥
E Rizks from Supplementary . ) }
----- ARk to Use Cases Capetilty o comfine sathy ne ayetom fo oes el roqiaon. | S0 Low High :
[0 07 - Test Motivators
q Fequirements Management Plan BIZEG Transition to the new system Sther High High o

Migration of the existing payroll data

RISKY Security and user identification
Moving from a manusl to & Web-based self zervice process with Security High Medium B
les= human contral

RIZKS Payroll Fraud

Payroll staff fraud Seourty el B

RISE S Payroll caleulation error
Error in the development of the calculation and configurakble Relizbility Loy i ©
parameters definition

RISKI10 Capacity to deliver advanced features
Capacity to deliver new advanced features

EIZk11 Capacity to integrate with others systems
Capacity to deliver expected value through system integration

Functionalty  Medium Medium

Functionality  High edivm

The risk 7 has the class “B” + the attributes “Damage” and “Chance of Failure”

{C) Copyright IBM Corp. 1995, 2008, Mll Rights Reserved. -

Higrarchical Format: Cn




The risk analysis is done for the Risk 7

The traceability matrix for the risk 7

J |j Rational RequisiteWeb

Rational. RequisitePro® Web

Payroll-System
| [Seyth ) + 5

e

ﬁ 6 Status Surprary - IBM Rational Jazz Te.

| ] TMap Mext v1,01

)

¥

é Payrol-System

1 (0701 - Stakeholder Needs
[0 02 - Features and Yision
[0 03 - Glossary
204 - Use Cazes
0005 - Supplementary Reguit
[ [ 06 - Risks

ents

equirements Management Plan

Relationships:
- direct only

&

|j Zusktom TMap

Filter, Sort, or Save Wiew Create Requirernent Export Wiew to XML | EXgort View to C5V  Delete Wiew Generate Bookmark

r Profile | Al

out | Loge

i

Kocs[ et G40 |4

ftor
all
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hall allow the
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drministratar to

- TR, V]

Pay|CE Configurs Pay|/C7 Create Employ

IICE Generate Tax

The Payroll System
Ehall generate & tax
eport according to
he calendar for the

Sy R A JE

1S Get Help

Ehall provide a
cortextual and on

[The Payroll System

ine mutti-lingual help

bm b s v 4

C10 Login

he Payroll System
hall cortral the
coess to the
ayroll System and

PN P S

C11 Maintail

IIC1 3 Maintain Tim

[The Payroll System

hall allowe the actar
o maintain employes
ayrall information.

Emi

The Payroll System
Ehall provide
pervices for the
employes to update

bk o st b i,

FI=k4 Adaptative compliance to local payroll regulation

Capahbilty to configure easily the system for local payroll
egLlation

FI=KE Transition to the new system
figration of the exizting payroll data

FISKT Security and user identification

oving from a manual to aWeb-bazed self zervice process with
ess human contral

FISKE Payroll Frawd
Fayroll staff fraud

<]

FI=K1 Payroll System Intrusion

|21 Configure Audit

(C) Copytight IBM Corp. 1995, 2008, All Rights Reserved.




Test Motivators

The "Test Motivators are derived from Risks”. The test motivator TM1
contains the test objectives to mitigate the Risk 7.

J |j Rational Requisite¥eb E 0 Skatus Summary - IBM Rational Jazz Te... I\ |j TMap Mext ¥1.01 £ |j Custom TMap 1E3) -
—_—

S

Rational. RequisitePro® Web

Payroll-System

5
| " Siearch ] - = [y b bl =
é Filpgér, Sort, or Save Wiew Create Requirernent Export View o XML Export View to C5V  Delete Wiew Generate Bookmark
Payroll-System R N 1
: lat hips: ISKT Security and
201 - Stakeholder Nez?d.s ~ direst only .
[0 02 - Features and Yision oring from &
0003 - Glossary anual ta a
304 - Use Cazes ieh-hased self
[0 05 - Supplementary Requirements: ej:'i'ifrfcfff
7 Requirements M1 Test system behavio|
- [ igwes here iz a high rizk of
EE Al risks ecUrty and user
m Risks from Supplemertary dertification errors when

he employes profile
changes. For example when

Row Column

Relationzhip Criteria; TRACED-FROM In RISK Relationship Criteria: TRACED-TO In Th
10 Page Size: 10

Requiremeritss 1 through 1 of 1 Requiremerts: 1 through 1 of 1

Requirements Management Plan

Portionz of thiz product were created uzing LEADTOOLS () 199141939 LEAD Technologies Inc. &1 Rights Reserved.

Traceability

[Thi1 Test system behavior when employee profile changes

FIZKT Security and user identification

(C) Copyright IBM Corp. 1995, 2008, All Rights Reserved.




) soceri Ml Rick calculation

The Risk Calculation is made by using the Excel file downloaded from the
customer web site.

@ Microsoft Excel - Risk-Analysis-Template. xI

E:j File Edit ew Insert  Format  Tools  Data  window  Help

NG oSSR 8 > 8@ [ 20 2B I U|EE=H]S

A5 - Fis
A | B | C | D | E |

1 |Requirements View

2 |Project File: CATMAPDemotReguirements\Requirerments. rys

3 |User: admin " Passwid: admin i

4

E _l;gﬂf'_l.':'.ﬂ_.! 2 - Open i Cloge COM Server l i

B | | |

7 |Project Name: Payroll-System _

g

g 3 - List Requirements Reset Worksheet |

10 :

1 4 - Show Traceability Reset Requirernents |
12

13 The Excel tool has an
14 |To list requirements enter a requirement Type: | ] Communlcatlon |nterface Wlth the
15 - . .

16 |FEAT Feature | project RequisitePro,
17 |MEED er Meed | _

18 |[MONE Default for documents without requirements

19 [RISK Risk

20 |SUP supplementary _ _

21 |TERM Glossary Term _ _

22 [T Test Mativator

23 (U Uze Case

2 — R

|



Risk calculation

L J socer

The calculation can be adapted on the project context.

[ Microsoft Excel - Risk-Analysis-Template. x!:

(57 Rl Edt Wiew Insert Format  Tools Dats  Window  Help Typeaquestionforhelp  ~ - & X
IR MENR= DLW I - S A K NS A SN | W) 210 g B r u | il g e o s amim i o Al
Button 26~ ~ / |

& | B | B | o / | El F e H | J K L .
1 (=
% Class = Function (Chance of Failure, mage)
|
5 Chance of Failure High Medium Low
5] Damage / I
7 High L/ & o B
B Medium 7 E E C
g Low & & D
10|
17|
| 12 |
13 | The "Damage" and the "Chance gf Failure” can be the result of a calculation

Damage LowerBound UpperBound Chance of Failure LowerBound UpperBound

16 High High
17 Mediurm i Mediurm |
18 Loy Loy |
19
20
| 21 | Implement your calculation
| 22 |
| 23 |
24 | Import Risks |
| 25 |
26| Risk Tag Risk Name [ Chance of Failure| F1 F2 F3 |[Damage| F1 | F2 F3
T [
28 v
2]
30
31
32
35
34
35 [
w <« » m Reguirements / Traceabiity /£ Risks % Matrix / Parameters #Help / 1< i I>ij_-_-

Ready



L J socer

Risk calculation

The risk calculation is made and the RequisitePro is updated.

g!.';;- rosoft Excel - Risk-Analysis-Template. xls | |_
(E] Eile Edit Wiew Insert Formab  Tools Dasta  Window  Help Type aquestion for help » - &
HRNEN" FERIS NEAE NEER - SRR s 10T RN HC L0 B T U|E==M]8 % 9 488 E=Eas . B A
G46 ¥ £ High

A B I C | D | E | F | G L]
22 [Quality Characteristic Attribute Name:  Quality Characteristic
23
E Number of Risks Imported: |

12]
Number of Attributes: Py

Always import risk description: FALSE

1 - Import Risks With Attributes |

2 - Caleulate Class I

3 - Update ReqLQ'BiteF'ro F'mjectl

Import Risks YWithout Attribute |

Display Risk Description

The risk analysis on the risk 7
changes the “chance of failure” from
“Medium” to “High™.

CIeafRiskList |

81 i F'aymll System Intrusion

Security
RISk2 Payroll Servite Reliability Reliability
RISK3 Tirme card sulymission Serice Scalability Reliability
RISkK4 Adaptative corfipliance to local payroll regulation |Other
RISKE Transition to the new system |Other
RISKY Security and uskr identification | Security

RISKB
RISKZ

Payrall Fraud
Payrall calculation errar

| Security
Reliability

FroomooEEoooo

RequisitePro is
updated.

07| O (O | PP | 37| O 7| P | b | o P | o | e | e | e | e | e 0 D0 | D0 | O | a0 | D | 00 D D0 [ B B BT R
SO O e 00 | B = [ 0D (00| = (O | O b D0 B D0 00| S D O e | D0 D= O 00 T

W 4 v Wl Requirements / Traceability % Risks { Matrix { Parameters /Help /

Quality Characteristic

t

Select an attribute to create a validation list
Damage Change of Failure
tediom hedi
tedium tedinm
Lowe Medibm
(Lo Hig
'High Hi
High Hig =]
Medium edium |
Lowe Medium

RISKIO  Capacity to deliver\advanced features ctionality Wledium hedium

RISK11  Capacity to integrate with others systems Functi i High Medium

RISKI2Z  Migration to the new\system without disruption Reliability ‘Medium High

RISKI3  Capacity to support internationalization |Usability High Hiah

j( | 1l

The result of the
recalculation of the
class risk is “A”.




Risk calculation

e

The class risk is changed in RequistePro.

E

| |j Rational RequisiteWeb &8 | 6 Status Summary - IBM Rational JEE\QE...E] | |j TMap Mext ¥1.01 = ‘ |j Custom THap

——

Rational. RequisitePro® Web Rational Hi

Payroll-System

| |[ Search ] =t = [ o) v b 4 &

Filter, Sart, or Save Wiew Create Requirérgent | Export Wiew to ®ML  Export View to G5V Delete View  Generate Bookriark
?:}. Paryroll-Syatem

(0 01 - Staksholder MNesds Requirements Quality Damage Chance of ‘ Class
[0 02 - Festures and Wision Characterist Failure
£ 03 - Glossary RISE1 Payroll System Intrusion . . '
CJ 04 - Use Cazes Lack of experience of the develapers with the Web technologies securty Medim Mecium B
- (05 - Supplementary Reduirements RISKZ Payroll Service Reliability
[l-L=- 06 - Risks Robustness of the mainframe technology compare to the nesw Feeliklity MediLim Mediuim B
[+ [0 Requirements technologies
B Views RISES Time card submission Service Scalability Relisbilit ” Medium c
Al the employee (around 500070 zubmit their time cards on Friday ¥
: E Rizksz from Supplementary . . .
E Fisks to Use Cases RISKc.t. .A(Iaptatl.ue cnmpllance to local payroll regulation . Cther Ly High B
5@ 07 - Test Motivatars Capahilty to configure easily the system for lacal payrall regulation
E[Eb Reqguirements RISEK & Transition to the new system Cither Hich a a
i 199 Test Mativators derived from Risks Migration of the existing payroll data d
RISK? Security and user identification
-0 Wiews moving fram a manual o 2 VWeh-based self service process with Security High High A
f@ Requirements Management Plan les= human contral
RBISkE Payroll Fraud Security hedium e cdiuim B

Payrall staff fraud

EIZE S Payroll calculation error
Error in the development of the calculation and configurable Relizkility Ly Medium C
parameters definition

RIZSK10 Capacity to deliver advanced features

Capacity to deliver new advanced features Functionaity | Medium Wedim B

RIZK11 Capacity to integrate with others systems

Capacity to deliver expected value through system integration FEmEEEly | A LR e
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Risk calculation

RequisitePro can be used for an analysis of impact

H | 6 Status Surmmary - IBM Rational Jazz Te... EI | ﬁ THap Mext 41,01

Rational. RequisitePro® Web

Payroll-System

=

5 o

oearch | &

@, Payroll-System

-3 01 - Stakeholder Needs

-- (£ 02 - Features and Yision

M- (07 03 - Glossary

- C0 04 - Use Cases

-- (£ 05 - Supplementary Reguirements
B[ 06 - Rizks

I

f@ Requirements Manage

-- "7 Reqguirements
B = Views

E Rizks from Supplementary

..... E Rizkz to Uze Cases

- = 07 - Test Motivators

E||E; Fequirements

: [ ] Th1: Test system behavior when emplovee profile chanoes
-] Wiews

est Maotivators derived from Rizks

requirements.

(=

Filter, Sart, or Save View Create Requirerment Expo

Relationships:
- direct only

i1 Test system behawviol

here iz a high risk of
ecurity and user
dentification errars when
he employes profie
hanges. For example when

[§

.

[ZET Security and

oving fram a
anual to a
eh-bazed self

ervice process

coarkls L b s

The traceability is also done between the tests and the



-~ EECTCI @

ghe r.'e.iuir'emen’r and the result of the risk analysis are imported from
equisi

ePro like the test motivators. Now we have the right entry to
elaborate the test cases.

| |j Rational Requisitewehb

= | 0 Rational Quality Manager ﬁ | |j Custom TMap

o 'Rational Quality Manage

Type to Search
|:\I| Home  All Requirements
Fecjuirchments

All Requirements

Risk 7 adapted with the asset “Risk Calculation”

Constructio Group by: | Ungrouped
E (SR AT [ hems per page

Test Motivator to mitigate the risk [re=rrerec 2]

Frevious | 1-2af2] ket

&
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Test Plan and the class risk
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The weight of the test case is adapted according to the class risk of the
test motivator.
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) soceri [l The Test Case and the class risk

The test case is designed and adapted according to the test motivator and
the class risk
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