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Agenda

= X-Force

= Multiple security domains

= Fine-grained administrative security

= Security auditing

= Certificate management enhancements

= Kerberos
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X-Force WebSphere Vulnerability Search

= http://webapp.iss.net/Search.do?searchType=vuin
Home »

Keyword Search X-Force Vulnerability Search
Vulnerability Search
Search for:
fal Search i
SIS e Iwebsphere @ search Tips
Saort by date / Sort by relevance

Resulis 1 to 10 of 159 total results for websphere

ISS X-Force Database:
websphere-console-session-hijacking{49499) ...
w. IBM WebSphere Application Server administrative console forced logout
session hijacking.
websphere-console-session-hijacking (49499), Medium Risk. Description:

2009-03-30

1SS X-Force Database: websphere-jax-rpc-usernametoken{49532):
IBM ...
.. IBM WebSphere Application Server JAX-RPC WS-Security
UsernameToken unspecified.

websphere-jax-rpc-usernametoken (49532), Low Risk. Description: ...
2009-03-26

K od
& WA
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Section

Multiple Security Domains
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Security domains

= In previous WAS releases:

» Most security attributes can be configured at the cell level
only.

» Individual servers can override only a few specific
configurations.

= WAS V7 supports multiple security domains
» Allow different security settings in the same cell
» More flexible
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WebSphere security domains

= Separate security configurations for administrative
applications and user applications

= Administrative applications continue to use the
data from global security

= Global security domain represents the default
configuration for user applications

= Configuration data stored in domains overrides the
data from the global security configuration
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WebSphere security domains: configuration

= Global security

v v Vv VvV VvV VvV VvV VvV Vv Vv v

v

»

User registry

Trust Association Interceptor (TAl)
SPNEGO

Authorization

Login configurations
Application security enablement
Java™ 2 security

RMI/IIOP (CSlv2 protocol)
Custom Properties
Authentication mechanisms
SSL

Web attributes (SSO)

Audit

= Server security

v Vv Vv Vv Vv Vv Vv

User registry

Trust Association Interceptor (TAl)
SPNEGO

Authorization

Login configurations

Application security enablement
Java 2 security

RMI/IIOP (CSlv2 protocol)

Custom Properties
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Global
Security

Configuration
(security.xml)

WSD Configuration
Domain 1

(domain-security.xml)
y

WSD Configuration
Domain 2
(domain-security.xml)
y

WSD Configuration
Domain 3
(domain-security.xml)

y

— = = P Cell

Server 1.1

Server 1.2

Cluster

Server 2.1

Server 2.2
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Admin console: Security domains

View: IAII tazks ;I

= List the configured security domains

Welcome

Guided Activities

= Create and manage security domains

Applications

Services
Security domains T =
Resources

'@ Security Security domains

I S - Security dormains provide a mechanism to uze different security settings for administrative
Global security

applicationz and user applications, They also pravide the ability to support multiple security

I_ _SEE-”’i_t'r'iﬂ"Ein_E - settings so different applications can use different security attributes like user registry or login
Administrative Authorization Groups configurations,
SEL certificate and key management Preferences

Security auditing

|New || Delete || Copy Selected Domain.., || Copy Slabal Security..

Bus Security

Environment

Sust dministrati
58] Byeiiam oz Select| Mame 2 Cescription
Lzers and Erowps You can administer the following resources:
Manitaring and Tuning ] Dormaind A test zecurity dormain
A Troublezshooting
] Dormainz A second test security dormain
Service integration

Total 2
H UDDI o

K "
« Was,
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]
= N curity domai '
O Ig u re e SCO pe Use this panel to configure the security attributes of this domain and to assign the domain to cell resources, For each
security attribute, vou can uze the global security settings or customize settings for this dormain,

for a security domain &=
» Entire cell e s

Azzign the security darmain to the entire cell or select the specific servers, cdustars, and Defsult policy set
S 'f' service integration buses to incdude in this security dormain, bindings
» SPECITIC servers, Show:

All scopes »

clusters or service ® e
integ ration buses Security Attributes

Application Security: Enabled

Jawa 2 Security: Dizabled

= Attribute sections can ~ ewmsm s

Trust Association: Dizabled

be expanded to show 8 5PNECD it Athmtion o1 1

RMI/IIOP Securty: Global security settings

th e Secu rity Setti n g S JAAS Application Logins: & login configurations

JAAS System Logins: 41 |ogin configurations

used by the domain

= Attributes Can be C:::n.:ﬁz:u::i:midenaunt-inauthmization
customized and saved

|App|y| | Resetl | Cancel

e o )
s
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Restrictions in WebSphere Security Domains

* Federated Repositories

» Can be only one configuration or instance of a federated
repository in a cell

» Multiple security domains can use federated repositories
but need to share the same instance

= Tivoli Access Manager

» There can be only one Tivoli Access Manager or Java
Authorization Contract for Containers (JACC) configured
at the global level

» Cannot be configured at the domain level
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Section

Fine-grained Administrative Security
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Fine-grained administrative security

= WebSphere Application Server provides fine-grained
administrative capability

= Users can be defined with administrative roles on a specific
set of resources:

» Cells, Node Groups, Nodes, Clusters, Servers and Applications
» Not Sl bus resources

= New in WAS V7:

» Supported through the administrative console and a wsadmin scripting
interface

» Cell wide monitor role is minimally required to effectively use the
administrative console.
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Administrative authorization group

Administrative authoriz
= Resources that requi
privileges are placed
authorization group
= Users with specific a
roles can be added t
authorization group

Cell wide
Authorization Group

Cell wide authorization
= By default there is a
authorization group
= Resources that are
to any other authoriz
belong to this group
= Users assigned to a
roles in the cell wide
group have access t
resources within the
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Resource relationships

= In this example:

» User1 is granted access to
Node1 which is within
Authorization Group1

» Application Servers are not
. . ¢t Admin
explicitly defined under any user1

authorization group ‘:‘\uggé‘:'lz;;ion

» Because servers are child
resource of nodes, useri
can access Server1-N1 and
Server2-N1
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Example: Create an Authorization Group

strative authorization groups

||'I|:Bmtﬂl| Sl_'lmions ﬂﬂmm Welcome wsadn

Administrative authorization groups = My Cluster

| Viaw: IA” tasks ;I Use this page to set up an administrative authorization group and to specify the associated administrative resources.

= Welcame
Configuration

Guided Activities

Servers

General Properties Additional Properties
Applications * Mame . .
|M~,-C|uster u Adriinistrative group roles

Services

= Administrative user roles

Resources Resources
Shaowi
Bl security IAII scopes =l
®m Global security B o justars
. Sacurity domains
= - — vaCIuster
I = Administrative Autharization Groups I 5
® SSL certificate and key ranagement Business-level applications
7]
= Becurity auditing Feets Administrative authorization groups > My Cluster > Adminisbrative user roles
B Bus sacurity = Applications
. . [ Use thiz page to add, update ar to rermove administrative roles ta users, Aszign
= JAR-WS and JAR-RPC security runtime . adrninister application servers through the adrministrative console or through wss
|7 ivtapp _
Administrative authorization groups La
gout Rermove
mETw— [ Logout || Add.. || Remove |
Administrative authorization groups r Defaultapplication
*
Uze thiz page to create, update, or remove a Modes
. s 1
Preferances Made groups SEIE':t| Heer 2 | RelalE) Legi
Mone
Taotal 0

Rl B e
+
o

Selact| Mame 2 [ 2pply | | Resetl | Cancel
| MyCluster

Total 1
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Assign Users/Roles to Authorization Group

Administrative authorization groups

L ]
u AS S I g n Administrative authorization groups > MyCluster > Adminisbrative user roles > User

Use this page to add, update or to remove adrinistrative roles to users, Assigning administrative roles to users enables tharm to

O adminizter application zervers through the administrative console or through wsadrmin zcripting.
perator * Rolelz]

o A
role to John |z

Search and Select Users

Decide how many results ta display, enter a search string (usze * for wildcard), and click Search, Select users frorm the Available

list and add thern to the Mapped to role list, Users which have already been mapped to a role will not be returned in the search
results,

Search string
|* || Search |

Maximum results to display

Auailable Mapped to role
michael

®]
€]

| Selact aAll || Deselact All | | Selact All || Dezalact all

| Resetl | Cancel |

£
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Example: Fine-grained administrative security

| srare || Step || Ripplestart || Immedistestop |
= John has the Operator

r0|e Select | Marme 2 | Status g

You can operate on the following resaurcas:

I My Cluster »

= John can start/stop
MyCluster and ivtApp

= John cannot change i e

the configuration e.g. s

et

can apetate on the following resources:

create a new cluster o |astes %

“ou can rnonitor the following resources:

Defaultapplication s

WebApp i

Query tirfa
otal 4
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Section

Security Auditing
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Security auditing overview

= Designed to provide audit records which may be
used to ensure the integrity of a secured computing
environment

= Captures security events into logged audit event
records

» Authentication
» Authorization
» system management, and other

= Audit trail for accountability
» Vulnerability analysis
» Adherence to regulatory compliance

l--— Nty ik :
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Auditor role

= New auditor role

» Separate auditing security role from the administrative
security role

» During installation the administrator will be included in the
auditor role

» Not supported in fine-grained administration

= Enable/disable auditing, configure the auditing
feature, define the security events to be captured

= Used to grant additional users the same role

© 2008 IBM Corporation
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Securing the Audit data

= The audit data collected can be protected against
tampering
» Mechanisms to encrypt and sign the data are available

= Encryption is managed by the auditor

» The certificate used to encrypt the data records is
managed within the audit subsystem, in audit.xml|

= Signing is managed by WebSphere Application
Server

» The certificate used to sign the data records is managed
with WebSphere Application Server, in security.xml

L | B © o
- S
i - S .’g.,
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Secure auditing feature

= Generate reports based on different events
» Authentication, authorization, resource access etc
» Filters can be used to capture a subset of events

= Minimal Overhead of audit event collection

= Security Security auditing
Glabal zecurity Security auditing
Security damains Security auditing provides a means to gather and store auditable event records to help assure the integrity of the business
computing environmmen t,

adrministrative Autharization Sroups
SEL certificate and key management

General Properties

I Security auditing I
Related Items

Bus security ¥ Ensble zecurity suditing
J&¥E-WS and JAX-RPC security runtirne

Audit subsystern failure action
Mo warning

[T Enable verbose auditing

A
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Audit reader report

Audit Records
Hostname CHEYENME . ReportTime Sep 27, 2007, 11:12:53

Record Number Event Type Qutcome

CreationTime=Thu Sep 27

11:05:33 CDT 2007 Action=authz Frogame=NameServer.bind_new corba_context
Fegistry Type=WikUserEeqgistry Domain=global Fealm=default¥iMFileBasedRealm

Remote Addr=null FemotePart=null FemoteHost=null

FesourceMame=MNameServer  ResourceType="WAS Fesourcellnigueld=0

CreationTime=Thu Sep 27

11:05:33 CDT 2007 Action=authz Frogtame=NameServer.rebind java object
FegistryType=\WihlserRegistry Domain=global Realm=defaultyIMFileBasedRealm
Remote Addr=null FemotePart=null FemoteHaost=null
FesourceMame=MNameServer  ResourceType="WAS Fesourcellnigueld=0

CreationTime=Thu Sep 27

11:05:34 CDT 2007 Action=authz Frogtame=NameServer bind_new_corba_context
RedistryType=WikUserRedistry  Domain=global Fealm=defaultWWiMFileBasedRealm

Remote Addr=null FemotePart=null FemoteHaost=null

Resourcelame=MNameServer  ResourceType=\WWAS Fesourcellnigueld=0

CreationTime=Thu Sep 27

11:0534 COT 2007 Action=authz Froghame=NameServer.rebind_java_object

K od
W,
¥,

Tl |
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Section

Certificate Management Enhancements

.‘g .— o
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Certificate management enhancements

= Certificate decisions at profile creation time

= Generate personal certificates by connecting directly to
internal Certificate Authority (CA)

= Writable SAF Keyring support

» Certificate write operations can be performed via the administrative
console or scripting as with file based keystores

= Added a keystore to hold default trusted and deleted
certificates

= Option to create chained personal certificates
» More scalable solution for flexible certificate management
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Certificates during Profile Creation

[ Profile Management Tool 7.0

Security Certificate (Part 1)

[y Profile Management Tool 7.0

Security Certificate (Part 2)

Chaoose whether ka create a default personal certificate and rook signing certificate, or impart them From keystores, To creake new
certificates, proceed ko Part 2 and provide the certificate information. Tao import existing certificates Fram keystares, locate the
certificates then proceed ko Part 2 and verify the certificate information.

' Create a new default personal certificate,

" Import an existing default personal certificate,

—Default personal certificate
Pt |

Erowse, ., |

Password: |

Keystore bype: I

=]
Keystore alias: I j

% Create a new root signing certificate,

e Import an existing rook signing certificate.

—Root signing certificate
Rath: |
Browse., ., |
Passyord; |
Keystore bype: I j
Keystore alias: I j

< Back I Next = Finish Cancel

Modify the certificate infarmation to create new certificakes during prafile creation. IF vou are importing existing certificates from
kevstores, use the information bo verify whether the selected certificates contain the appropriate information. If the selecked
cettificates do not, click Back to import different certificates.

Restore Defaults |

Default personal certificate {a personal certificate for this profile, public and private key):

Issued ta distinguished name:

I cn=localhost, ou=localhosthode02Cell, ou=localhostMode0z, 0=I8M,c=U5
Issued by distinguished name:

I cr=localhost, ou=Roat Certificate, ou=localhostMode02Cel, ou=localhostModelz, 0=1EM,c=LU5

Expiration period in years:

Root signing certificate (personal certificate For signing other certificates, public and private key):
Expiration period in years:

15 =

Default kevstare passward:

Confirm the default keystore password:

Mote: The default value For the keystore is well documented in the Information Center and should be changed to protect the security of
the kevstore files and SSL configuration.

< Back I Mext = I Finisty Canicel

© 2008 IBM Corporation
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Chained personal certificates

= A chained certificate is a personal certificate signed with
another certificate known as a root certificate

= The public key of the root certificate will be added to the
NodeDefaultTrustStore (trust.p12 in the node directory)

» This should provide all the trust necessary for all servers to communicate with each
other

» These root certificates have a longer lifespan (15 years by default) to avoid the need to
replace signers in the trust stores

= The personal certificates signed by these root certificates
root-key.p12 have a shorter lifetime (1 year) and unique
private keys, thus the communications remain secure

» Personal certificates signed by a root certificate can be replaced without any
impact to communication if the client has the signer from the root certificate

© 2008 IBM Corporation
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Default key stores and trust stores

55L certificate and key management Y=

55L certificate and key management > Key stores and certificates

Defines kevstore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystore usages

=l

|l

Preferences

| Dalats || Change passward.., || Exchange signers..
Select| Marne 2 |Description o Managerment Scope Ir Path
“ou can administer the following resources:
r HodebefaultDeletedStore | Key store containing | (cell):localhostModen1Cell: | $CONFIG_ROOTH cells/localhostNodeniCell/nodesflacalhostModenl/deleted.p12
deleted certificates (nodel):localhostiodenl
for lacalhastModenl
r HodeDefaultkewStore Default key stare for | (cell):localhostModeniCell: | ${CONFIG_ROOTH cellzflocalhostNodenlCell/nodesflocalhostodenlibkey, pl2
localhostdadeanl (nodel):localhostiodenl
- ModeDefaultRootStore Root certificate key [celliilocalhostMadediCell: | ${CONFIG_ROOTH cellsf/localhostNodedlCellfnodesflocalhostModedifroot-
store for (nodel:localhostodenl key.plz
localhostMode0l
r HodeDefaultSignersStore | Key store containing | (cell)ilocalhostNode0iCell: | ${CONFIG_ROOTH cells/localhostiodenlCell/nodesflacalhastlodenl/default-
default signers far [nodel:localhostNode0l signers,pl2
lacalhostNadeol
r ModeDefaultTrustStore Default trust store [celliilocalhostMade0iCell: | ${CONFIG_ROOTH cellsflacalhostNode0lCellfnadesflacalhostode0lftrust. pi2
faor localhostMode0l | (node):localhostiodenl
r Hodel TRAKeys LTPA key store for (cell)ilacalhostMode0lCell: | $LCONFIG_ROOTH cells/localhostiadeniCell/nodesflacalhostNodenl/tpajeaks
localhostdodeni [(node):localhostiodenl
- ModeRSATokenKeyStore | RSAToken key stare | [cell)ilocalhostMode01Cell: | ${CONFIG_ROOTH cellsflocalhostModetlCellfnodesflocalhostModell/rsataken-
far localhostNodeol | (nodel:localhosthadeni key.plz
r HodeRSaTokenRootStore | RSAToken root (cell)ilacalhostMade0lCell: | ${CONFIG_ROOTH cellz/localhostiadeniCell/nodes/lacalhoastNodenl/rsataken-
certificate key store | (node):localhostModenl root-kep,pl2
far lacalhostNade01
r HodeRSATokenTrustStore | RSAToken key stare | (cell)ilocalhostMode0iCell: | ${CONFIG_ROOTH cellzf/lacalhostiadeniCell/nodesflacalhastNodenl/rsataken-
for localhostiodedl | (nodel:localhostModenl trust.plz
Total 9
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Section

Kerberos
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Kerberos authentication
=SSO application authentication mechanisms

» LTPA
» Kerberos (KRB5)

* Resource adapter to support Kerberos

» Use a client Kerberos credential to authenticate to back end resource

= Cannot be configured for multiple security
domains

= All WebSphere Application Servers have to
use the same Kerberos realm

[y

L

oy
-
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Kerberos web authentication enhancements

= SPNEGO HTTP web authentication

» SPNEGO - Simple and Protected GSSAPI Negotiation
Mechanism

» Simplified configuration via admin console

» Allow to fall back from SPNEGO to application login
method

» SPNEGO trust association interceptor (TAIl) is deprecated

= Web Services Security Kerberos Token Profile 1.1
» Provides Kerberos token in the SOAP header
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SPNEGO Web and Kerberos authentication and Java Client support Kerberos
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Section

Summary
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Summary

= Multiple security domains provides better flexibility
for security configurations

= Flexible fine-grained adminitrative security

= Security auditing feature allows users to capture
and maintain audit controls over their environments

= Improvements to certificate management

= Robust support for Kerberos authentication

© 2008 IBM Corporation
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Traditional Chinese

Cnacubo (5racias

Russian Spanish

Thank You

English

f & Merei  QObrigado

Brazilian Portuguese

»
Grazie z lﬁi Danke

Simplified Chinese

b 60T ) HUMESZENE LT
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