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Agenda

�X-Force

�Multiple security domains 

� Fine-grained administrative security

�Security auditing

�Certificate management enhancements

�Kerberos
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X-Force WebSphere Vulnerability Search

� http://webapp.iss.net/Search.do?searchType=vuln
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Section

Multiple Security DomainsMultiple Security Domains
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Security domains

� In previous WAS releases:

�Most security attributes can be configured at the cell level 
only.

�Individual servers can override only a few specific 
configurations.

�WAS V7 supports multiple security domains 

�Allow different security settings in the same cell

�More flexible
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WebSphere security domains

�Separate security configurations for administrative 

applications and user applications

�Administrative applications continue to use the 

data from global security

�Global security domain represents the default 

configuration for user applications

�Configuration data stored in domains overrides the 

data from the global security configuration
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WebSphere security domains: configuration
� Global security

� User registry

� Trust Association Interceptor (TAI)

� SPNEGO

� Authorization

� Login configurations

� Application security enablement

� Java™ 2 security

� RMI/IIOP (CSIv2 protocol)

� Custom Properties

� Authentication mechanisms

� SSL

� Web attributes (SSO)

� Audit

� Server security
� User registry

� Trust Association Interceptor (TAI)

� SPNEGO

� Authorization

� Login configurations

� Application security enablement

� Java 2 security

� RMI/IIOP (CSIv2 protocol)

� Custom Properties

� LTPA Timeout ( Lightweight Third party Authentication)

Cell
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Server 1.1

Server 1.2

Server 2.1

Server 2.2

Global
Security

Configuration
(security.xml)

WSD Configuration
Domain 1

(domain-security.xml)

WSD Configuration
Domain 2

(domain-security.xml)

WSD Configuration
Domain 3

(domain-security.xml)

Cluster
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Admin console: Security domains

� List the configured security domains

� Create and manage security domains 
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Security domain attributes

� Configure the scope 
for a security domain

�Entire cell

�Specific servers, 
clusters or service 

integration buses

� Attribute sections can 
be expanded to show 
the security settings 
used by the domain

� Attributes can be 
customized and saved
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Restrictions in WebSphere Security Domains

� Federated Repositories

�Can be only one configuration or instance of a federated 
repository in a cell

�Multiple security domains can use federated repositories 
but need to share the same instance

� Tivoli Access Manager

�There can be only one Tivoli Access Manager or Java 
Authorization Contract for Containers (JACC) configured 
at the global level

�Cannot be configured at the domain level
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Section

FineFine--grained Administrative Securitygrained Administrative Security
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Fine-grained administrative security

� WebSphere Application Server provides fine-grained 
administrative capability 

� Users can be defined with administrative roles on a specific 
set of resources:

�Cells, Node Groups, Nodes, Clusters, Servers and Applications

�Not SI bus resources

� New in WAS V7:

�Supported through the administrative console and a  wsadmin scripting 
interface

�Cell wide monitor role is minimally required to effectively use the 
administrative console.
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Administrative authorization group

node1

CellCell

node2

node3

App-
Server1

node4

App-
Server1

App-
Server4

App-
Server5

App-
Server8

App1

App2

App3

Authorization Authorization 
Group1Group1

App-
Server6

Authorization Authorization 
Group2Group2

Administrative authorization group
� Resources that require the same 

privileges are placed in the 
authorization group

� Users with specific administrative 
roles can be added to an  
authorization group 

Cell wide Cell wide 
Authorization GroupAuthorization Group

Cell wide authorization group
� By default there is a cell wide 

authorization group
� Resources that are not assigned 

to any other authorization group 
belong to this group

� Users assigned to administrator 
roles in the cell wide authorization 
group have access to all the 
resources within the cell 

node5

Authorization Authorization 
TableTable
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Resource relationships

� In this example:

�User1 is granted access to 
Node1 which is within 
Authorization Group1

�Application Servers are not 
explicitly defined under any 
authorization group

�Because servers are child 
resource of nodes, user1  
can access Server1-N1 and 
Server2-N1

CellCell

node1

node2

App-
Server1

-N1

App-
Server1

-N2

App-
Server2

-N1
AdminAdmin
user1user1

Authorization Authorization 
Group1Group1
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Example: Create an Authorization Group
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Assign Users/Roles to Authorization Group

�Assign 

Operator 

role to John
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Example: Fine-grained administrative security

� John has the Operator 

role

� John can start/stop 

MyCluster and ivtApp

� John cannot change 

the configuration e.g. 

create a new cluster
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Section

Security AuditingSecurity Auditing
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Security auditing overview

�Designed to provide audit records which may be 
used to ensure the integrity of a secured computing 
environment

�Captures security events into logged audit event 
records

�Authentication

�Authorization

�system management, and other

�Audit trail for accountability

�Vulnerability analysis

�Adherence to regulatory compliance
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Auditor role

�New auditor role

�Separate auditing security role from the administrative 
security role

�During installation the administrator will be included in the 
auditor role

�Not supported in fine-grained administration

�Enable/disable auditing, configure the auditing 

feature, define the security events to be captured

�Used to grant additional users the same role 
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Securing the Audit data

� The audit data collected can be protected against 

tampering

�Mechanisms to encrypt and sign the data are available

�Encryption is managed by the auditor

�The certificate used to encrypt the data records is 
managed within the audit subsystem, in audit.xml

�Signing is managed by WebSphere Application 

Server

�The certificate used to sign the data records is managed 
with WebSphere Application Server, in security.xml
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Secure auditing feature

�Generate reports based on different events

�Authentication, authorization, resource access etc

�Filters can be used to capture a subset of events 

�Minimal Overhead of audit event collection
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Audit reader report
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Section

Certificate Management EnhancementsCertificate Management Enhancements
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Certificate management enhancements

� Certificate decisions at profile creation time 

� Generate personal certificates by connecting directly to 
internal Certificate Authority (CA) 

� Writable SAF Keyring support

�Certificate write operations can be performed via the administrative 

console or scripting as with file based keystores

� Added a keystore to hold default trusted and deleted 
certificates

� Option to create chained personal certificates

�More scalable solution for flexible certificate management
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Certificates during Profile Creation
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Chained personal certificates

� A chained certificate is a personal certificate signed with 
another certificate known as a root certificate

� The public key of the root certificate will be added to the 
NodeDefaultTrustStore (trust.p12 in the node directory)
�This should provide all the trust necessary for all servers to communicate with each 

other

�These root certificates have a longer lifespan (15 years by default) to avoid the need to 
replace signers in the trust stores   

� The personal certificates signed by these root certificates 
root-key.p12 have a shorter lifetime (1 year) and unique 
private keys, thus the communications remain secure
�Personal certificates signed by a root certificate can be replaced without any 

impact to communication if the client has the signer from the root certificate
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Default key stores and trust stores
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Section

KerberosKerberos
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Kerberos authentication

�SSO application authentication mechanisms

�LTPA

�Kerberos (KRB5) 

�Resource adapter to support Kerberos
�Use a client Kerberos credential to authenticate to back end resource

�Cannot be configured for multiple security 
domains

�All WebSphere Application Servers have to 
use the same Kerberos realm
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Kerberos web authentication enhancements

�SPNEGO HTTP web authentication

�SPNEGO - Simple and Protected GSSAPI Negotiation 
Mechanism

�Simplified configuration via admin console

�Allow to fall back from SPNEGO to application login 
method

�SPNEGO trust association interceptor (TAI) is deprecated

�Web Services Security Kerberos Token Profile 1.1

�Provides Kerberos token in the SOAP header
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SPNEGO Web and Kerberos authentication and Java Client support Kerberos

.NET Server

Web Services Client

J2EE App / EJB Client

SPNEGO in HTTP

IBM DB2®

Kerberos token

.NET client

Web browser client

Kerberos token

KDC

Admin client

Web Services Client

Admin client
Kerberos token

A client

BasicAuth (G
SSUP)

LTPA to
ken

WAS

KDC

Realm1 WAS

WAS
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Section

SummarySummary
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Summary

�Multiple security domains provides better flexibility 

for security configurations

� Flexible fine-grained adminitrative security 

�Security auditing feature allows users to capture 

and maintain audit controls over their environments

� Improvements to certificate management

�Robust support for Kerberos authentication
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Thank You
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